
Testing HDCP 2.3 Compliance of DisplayPort™ 
Sinks, Sources and Repeaters
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What is HDCP?

High-bandwidth Digital Content 
Protection (HDCP) is a form of digital 
copy protection developed by Intel 
Corporation to prevent copying of digital, 
audio & video content as it travels across 
connections (Wikipedia)
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HDCP Uses Three Systems:

• Authentication prevents non-licensed 
devices from receiving content.

• Encryption of the data sent over the 
interface prevents eavesdropping of 
information and man-in-the-middle 
attacks.

• Key revocation prevents devices that 
have been compromised and cloned 
from receiving data.

(Wikipedia)
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Multiple HDCP Versions

• HDCP 1.0 (2000)

• HDCP 1.1 … 1.4 (2009)

• HDCP 2.0 (2008) Interface Independent

• HDCP 2.1 (2011)

• HDCP 2.2 (2013) 
for DP, HDMI, HDBaseT, MHL, USB etc.
Not backwards compatible to 2.0, 2.1 & 1.X

• HDCP 2.3 (2018)
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How to Verify Compliance?

• Digital Content Protection (DCP) LLC 
establishes 

✓ HDCP Standards

✓ HDCP Compliance Test Specification (CTS)

• To demonstrate compliance

✓ You have to be a HDCP Licensee

✓ Use a Reference Device

✓ Apply Test Cases defined in the CTS
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Reference Device

• Reference Device consists of:

✓ Test Equipment hardware
(Sink, Source or Repeater)

✓ Software to implement the 
CTS Test Cases

DP HDCP 2.3 CTS Test Cases

on UCD Console GUI
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DCP Approved HDCP 2.3 Compliance Test Tools

• DCP LLC analyzes the test implementation and approves the
Authorized Test Devices

*Tests supported but not officiall approved by DCP
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Interpreting Results

• CTS Tool SW

✓ Provides the user a descriptive log of 
test actions

✓ Provides user Pass / Fail information

• AUX Channel Monitor 

✓ Logs transactions between TE and DUT
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Steps to Demonstrate HDCP 2.3 Compliance and 
Debug Using Unigraf Test Equipment

Running HDCP 2.3 Compliance Test 
on DP Source and Sink DUT

9
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DP Reference Sink

AUX Monitor

CTS Tool
User Interface

AUX Monitor
User Interface

Source DUT
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Verify proper connection
- Links used
- Voltage swing &

pre-emphasis
- Error counters

UCD Console GUI

Verify that video is sent
- Received MSA
- Frame CRC

Update
when

needed

Reference Sink

Source DUT
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UCD Console GUI

Verify that HDCP keys 
have been loaded

Verify that
”HDCP Capable” box is 
checked

Note HDCP status

Reference Sink

Source DUT
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DP Reference Source

AUX Monitor

CTS Tool
User Interface

AUX Monitor
User Interface

Sink DUT



14

C
on

ne
ct

io
n

Verify proper connection
- Links used
- Voltage swing &

pre-emphasis
- Error counters

UCD Console GUI

Verify that video is sent
- Active video

Link
training
when

needed

Reference Source

Sink DUT
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UCD Console GUI

Try ”Enable encryption”

Note HDCP status

Reference Source

Sink DUT
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Select test
repetition

Set delay 
between tests

Start the test(s)

UCD Console GUI
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Test result

UCD Console GUI
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Detailed description of 
test steps with reference to 

CTS definition

Warnings

Pass / Fail result of test

Test step 
time stamps



19

A
na

ly
ze

 A
U

X

Transaction
time stamp

Transaction Message in HEX Parsed MessageActor

AUX Monitor GUI
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Report Summary:
- DUT details
- Comments Test Log

HTML format: 
Highly portable!

Test Summary
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Summary

• HDCP 2.3 Compliance is verified with Authorized Test Device

• Authorized equipment for testing DP Sink and Source DUT

✓ Unigraf UCD-400, UCD-340, UCD-323 & UCD-301 Test Equipment

✓ UCD Console User Interface (included with UCD-series Test Tools)

✓ DP HDCP 2.3 CTS test cases (license enabled part of UCD Console)

✓ DPA-400 AUX Channel Monitor (for debugging)

• Reports achieved

✓ Detailed description of test steps with reference to standard

✓ Clear Pass / Fail criteria

✓ Full listing of AUX traffic between Test Equipment and DUT (AUX Monitor)
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UCD-400

• Authorized equipment for HDCP 2.3 CTS for 
DP Sinks, Sources and Repeaters

• 8K@60Hz (with DSC) and 4K@120Hz 
compliant

• For compliance testing and R&D debugging

• Supports Test Automation
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UCD-340

• The only DCP approved HDCP 2.3 CTS test tool for 
testing USB-C DP Alt Mode Sinks and Sources

• 4K@60Hz compliant

• For compliance testing and R&D debugging

• Supports Test Automation
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UCD-323

• Authorized equipment for HDCP 2.2 CTS for DP 
Sinks and Sources

• 4K@60Hz compliant

• For compliance testing and R&D debugging

• Supports Test Automation
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UCD-301

• Authorized equipment for HDCP 2.2 CTS for DP Sources

• 4K@60Hz compliant

• For compliance testing and R&D debugging

• Supports Test Automation
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UCD Console for R&D

• Display interface debugging tool

✓ Preview video and audio

✓ View status, set interface related parameters

✓ Capture and source video, audio and 
metadata

• Execute bench-top tests

✓ Predefined functionality Test Cases

✓ Standards based Compliance Tests
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AUX Channel Monitor DPA-400

• Portable, USB connected 
device

• Logs all AUX transactions 
in DP interface

• Parses DP 1.0 to DP 1.4 
and HDCP 1.3 & 2.2 
messaging 

Equipment:

• DPA-400 1.4 unit

• Unigraf “Y” cable

• AUX Monitor GUI

USB

Any DP SinkAny DP Source

Host PC

AUX

Monitor

GUI



Thank You!

Please visit www.unigraf.fi
for more information.
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