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| What is HDCP?

High-bandwidth Digital Content
Protection (HDCP) is a form of digital
copy protection developed by Intel
Corporation to prevent copying of digital,
audio & video content as it travels across
connections (wikipedia)

((HoCP)) —
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HDCP Uses Three Systems:

Content
® Authentication prevents non-licensed Multimedi
devices from receiving content. ultimedla
® Encryption of the data sent over the Source —
Interface prevents eavesdropping of \!Qo<‘ (‘\\
information and man-in-the-middle Interface 0\99\” 0 > O\
attacks. O @

® Key revocation prevents devices that
have been compromised and cloned

from receiving data. Multimedia

(Wikipedia) Sink
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Multiple HDCP Versions
. HDGP 11... 1.4 (2009 ((HDCP))
Niioubye o tbi ((HDCP))
®* HDCP 2.2 (2013) ((H DC P))
Not backwards compatible (0 2.0, 2.1 & LX ((HocP))

® HDCP 2.3 (2018)
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How to Verify Compliance?

DIGITAL CONTENT PROTECTION

® Digital Content Protection (DCP) LLC
establishes

v' HDCP Standards I ’
v' HDCP Compliance Test Specification (CTS)

DIGITAL EONTENT PROTECTION

® To demonstrate compliance

v" You have to be a HDCP Licensee
v' Use a Reference Device D

v Apply Test Cases defined in the CTS
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Reference Device

DP HDCP 2.3 CTS Test Cases

_ | on UCD Console GUI
® Reference Device consists of: | |

v’ Test Equipment hardware -r——
(Sink, Source or Repeater)

v’ Software to implement the
CTS Test Cases =

-~ HDCPZ.2 CTS 1A-06

- HDCP2.2 CTS 1A-07
-~ HDCP2.2 CTS 1A-08

|» - Electrical Test Set - Test timeout, miliseconds 200000

|- CRC based Video Test Set Revoke ID 30.BB.E2.6E.62

> - Link Test Set

4 -HDCP 2,2 CTS 1A Test Set
- HDCP2.2 CTS 1A-01

DP RX | Device

m

HOCP2.2 TS 1400 18 [ Load H Save | More... | | Capture
0004.701.819: DUT enables HDCF encrypticn -
0004.702.035: SIEP 1A-01-7
0004.702.092: TE checks the correctness of the LINK VERIFICATION PATTERN within the first 48VB-ID tran
0004.722.578: RAuthentication and link integrity check complete
0004.722.941: Test FAS5ED: "HDCFZ.Z CI5S 1R-01"
==——================ Completed

Test data: 0 bytes
++++ Remaining test runs: 1 ++4++

0000.000.002: Start test "HDCPZ.Z CT3 1AR-02"

0000.000.532: [Before Starting Authentication]

0000.000.599: STIEP 1A-01-1

0001.001.572: TE transmits Receiver Connected Indicaticon(Hot plug, CONNWECTION_STATUS NOTIFY and IRQ_HF!
0001.001.748: [Ruthentication and Key Exchange]

0001.001.815: STEP 1&-01-2

0001.096.477: DUT initiates authentication by transmitting RKE Init
0001.096.562: WARNING. DUT begins the Buthentication and Key Exchange without sending unencrypted vide
-
4 m ] 3
==

CAPTURING THE WORLD
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DCP Approved HDCP 2.3 Compliance Test Tools

® DCP LLC analyzes the test implementation and approves the
Authorized Test Devices

UCD-424 UCD-400 UCD-340 UCD-323 UCD-301

HDCP 2.3 CTS for Transmitter DUT v* v v v v
HDCP 2.3 CTS for Receiver DUT Vi v V4 v
HDCP 2.3 CTS for Repeater DUT Vs v

*Tests supported but not officiall approved by DCP
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Interpreting Results

Tom

® CTS Tool SW

v" Provides the user a descriptive log of
test actions

v" Provides user Pass / Fail information

®* AUX Channel Monitor
v" Logs transactions between TE and DUT

Both needed for debugging

00.002:
00.239:
00.301:
00.643:
00.817:
00.884:
95.551:
95.636:
95.812:
77.646:
77.719:
77.876:
02.204:
04.850:
05.060:
05.173:
05.351:
12.728:
12.935:
12.993:
13.413:
13.458:
13.857:
37.890:
38.105:
3g.l62:
58.709:

. |

Start test "HDCP2.2 CTS 1a-01"
[Before Starting Authentication]
STEP 1R-01-1
TE transmits Receiwver Connected Indicaticn(E

[Authentice
S5TEF 12-01- From Type Details Data
DOT init sink Native ALX_ACK -0 bytes 0o
WABNING. Source Native Req WR 1 bytes to 0x00100 80010000
Sink MNative ALY _ACK -0 bytes oo
STEE 1R-01- o e Native Req WR 1bytes to 0x00101 30010100
TIE make:z sk Native AUY_ACK -0 bytes oo
WARNING. Source MNative Req WR 1bytes to 0x00107 80010700
. Sink MNative ALY _ACK -0 bytes an
DUT sent .o e Native  ReqWR 5bytes to 0x00102 8001020
TE compt sink Native ALY ACK -0 bytes 00
TE gener [Eelyad N d 4 5 03 8001030
[Locality C
STEP 1A-01-
DUOT senc Source Mative ReqRD 2 bytes from 0x00206 Q00206 0;
. Sink MNative AL ACK - 2 bytes 001111
IE . COmpL . R 4
[5e3aion He !
STEP 1A-01-

LOT senc
Source

Mative ReqRD 2 bytes from 0x00206 900206 0

DUT writ gk Native  AUX_ACK - 2 bytes 001111
STEP 1R-01- Source Mative Req WR 5 bytes to 0x00102 2001020

DUT enak Sink Mative AL ACK - 0 bytes 00
sres 22c01. |

TE check 000206 900206 0.

Authenti 001111

Source Mative F‘.e RD 1bytes from 0x00204 90020400

39.073: Teat FASSEL g Native  AUX_ACK - 1 bytes 0083
============== COWME Source Mative Req WR 1 bytes to 0x00102 20010200
zrze 1 kerraoo Sink Mative ALY _ACK -0 bytes i}

Source MNative ReqRD 1 bytes from 0x00200 900200 00

Sink Native

AL_ACK - 1 bytes 0001

002060

001111
an N7 na ne

Source Mative

Sink Native
Katua

ReqRD 2 bytes from 0x00208
AUX_ACK - 2 bytes

Crawrra Dan DM 1 hutae fram Owninaind

-

Message details:

Line #77 - 7799.84ms
AUX_ACK - 2 bytes

ADIUST_REQUEST_LAI

O0x00206 = 0x11
VOLTAGE_SWING_LA
PRE-EMPHASIS_LAME
VOLTAGE_SWING_LA
PRE-EMPHASIS_LAME

ADIUST_REQUEST_LAI

0x00207 :=0x11
VOLTAGE_SWING_LA
PRE-EMPHASIS_LAME
VOLTAGE_SWING_LA
PRE-EMPHASIS_LAME

CAPTURING THE WORLD
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Running HDCP 2.3 Compliance Test
on DP Source and Sink DUT

Steps to Demonstrate HDCP 2.3 Compliance and
Debug Using Unigraf Test Equipment
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DP Reference Sink

Source DUT

L 3.0 ot Uit for Dégital Isputs and Cutputs

HDCP2.2 CTS 1A-02
~HDCP2,2 CTS 1403
HDCP2.2 CTS 1A-04
~HDCP2,2 CTS 1A-05

Unigraf Aux channel monitor
File Search Tools Filters Decoding Help

UCD-323 [1703C168] - DisplayPort Reference Sink (SST, HDCP 2.2) =] -2
F . | e view Tool: Help
Video ! Audio *Link " EDID " DPCD " HDCP ; Source DUT Testing
; 1> - Electrical Test Set - Test timeout, millise 200000
g I» CRC based Video Test Set Revoke ID 30.BB.E2.6E.62
= 1> -Link Test Set
4 4 HDCP 2.2 CTS 1A Test Set
& ~HDCP2.2 CTS 1A-01 L

HDCP2.2 CTS 1A-08
~HDCP2,2 CTS 1A-07
HDCP2.2 CTS 1A-08
~HDCP2,2 CTS 1A-08 -

Pause Download

4 Start acquisition

L... Timestamp From Type Details Data

More... Capture

Message details:

51 7796.70 Sink. Native AUX_ACK - 0 bytes

0o “ | Line #77 - 7799.84ms
8001000

AUX_ACK - 0 bytes 00

VOLTAGE_SWING_LANE1 = level 1 0004.722.941: Test PASSED: “HDCPZ.2 CTS 1A-01"
7797. = level
== & | 0o0e.722.941: Test B

97.57 Nativ Jevel

7797.73 3 Native

Test Setup

g test runs: 1 +H+
0.002: Start test "EDCP2.2 CTS 12-02"

CTS Tool

ADIUST_REQUEST_LANE2_3 [RO] (Voltage Swing and

52 779%.77  Source  Natve  ReqWR 1bytes to 0x00100 AUX_ACK - 2 biytes “ Testruns 1 2] Timcbetheen tests, sec 1 (2]
53 7796.90  Sink Native  AUX_ACK -0 bytes 00 - <
54 77%.83  Souce  Natve  ReglWR 1bytes to 0x00101 s001010 ADIUST_REQUEST_LANED_1 [RO] (voltage Swing and o 0004.701.819:  DUT enables HDCE encryption
gg g;ig g‘"k :EEVE :“"ﬁs’i'huh":tf:n 00107 gg 01074 Equalization setting adjust) = 0004.702.035: STEF 12-01-7
a7 25 ource N:nx: AE"J‘ noK gh:tes . 0 0x00206 ;= 0x11 - 5 0004.702.092:  TE checks the correctness of the LINK VERIFICATION PATTERN within the first 48VE-ID tran
- _ACK - VOLTAGE_SWING_LANED = level 1 :
7797.31 Req WR 5 bytes to 0x00102 8001020 PRE-EMP}—TAS[S LENEO vl 0 0004.722.978: Authentication and link integrity check complete

Source
Sink

Natve  ReqWR 4bytes to
Native  AUX_ACK -0 bytes

Req RD 2 bytes from 0x00206 9002060
AUX_ACK - 2 bytes 001111
Req WR 5 bytes to 0x00102 8001020
AUX_ACK - 0 bytes 00

Source Native
7798.85 Sink Native
7798.949 Source Native
7799.10 Native

Source Req RD 2 bytes from 0x00206
=

ReqRD 1bytes from 0x00204 9002040

AUX_ACK - 1bytes 0083

90 02 06 0

Equalization setting adjust)

0%00207 : = Ox11
VOLTAGE_SWING_LANE? = level 1
PRE-EMPHASIS_LANEZ = level 0
VOLTAGE_SWING_LANE3 = level 1
PRE-EMPHASIS_LANE3 = level 0

User Interface

000.000.532: [Before Starting Authentication
0000.000.599: STEP 1A-01-1

0001.001.572:
0001.001.748: [Authentication and Key Exchange
0001.001.815: SIEF 1A-01-2

0001.096.477:
0001.096.562:

DUT initiates authentication by transmitting AKE Init
WARNING. DUT begins the Authentication and Key Exchange without sending unencrypted vide

IE transmits Receiver Connected Indication(Hot plug, CONNECTION_STATUS_NOTIFY

T

2nd IRQ_EE!

< i

] r

AUX Monitor

Native  ReqWR 1bytes to 0x00102 8001020 _
= FR00_27 Sinle Riatiug ALY _ACK - N hutae nn
4 (] ] 3
Status  Data Ready (Idle) Downloaded 2292 Bytes Buffered 0 Bytes

-

[

User Interface

CAPTURING THE WORLD
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Source DUT —

playPort Reference Sink (55T, HDCP 2.2) =N EoR|~>=

{Video ¥ Audio ' Link '{EDID "/ DPCD HDCP ' Source DUT Testing ',

B Cable fHPD

= S

fa 0 cable 0 Heo [ o Assert ] l (O Deassert l [ & Pulse HPD 500 % Length, msec

=

' : Link Status Link Configuration
Refe re n Ce S I n k e laned Lanel Llane2 lane3 Max Lanes
Iy N O [ Clock Recovery ®1 ®2 @4
O T O T Symbol lock Max Bitrate, Gbps
: ' (I Y (W [ Channel equalization @ 1.62 @ 270 @ 5.40
Verify proper connection 0 40 40 4D Voltge suia (ritr) : : :

H 0 0 0 0 Pre-emphasis (dB Other Features TP53 Capable
= LI n kS Used // 0x0000 O0x0000 O0x0000 Ox0000 CError Cznt {C{I?djto dear) Generate HPD pulse on Appl ’ U pd ate
- Voltage swing & T s ST - " /nggggd
H MST mode: Disabled
pre-emphaSIS I Update Link Status i
= Error counters

Haorizontal Vertical Misc CRC
Total: Total: 2250 Frame Rate, Hz: 60.000 Red CRC: 0xDBAF

Venfy that VldeO |S Sent //' i:\l: ﬁ.ﬂ 5‘3_’t:: 82 E:::: E:pml: | & ;Le:; :;c: ﬁ;&:
- Received MSA mevidh: ()8 '

mode)
-  Frame CRC -

——

Connection

UCD Console GUI

1

11
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UCD-323 [1703C168] - DisplayP:

Source DUT —

/Video ' Audio '{Link " EDID "/ DPCD HDCP ¥ Source DUT Testing ',

HDCF 1.3
Status Configuration
. T Active HOCP Capable
Reference Sink == o
@  Dedared as HOCP capable @ Production
@  keys loaded

() Facsimile - "Test”

Verify that N
"HDCP Capable” box is

d HDCP 2.2
Ch eCke Status Configuration
 — > [¥]HDCP Capable

_» [ authenticated

@ Dedared as HDCP capable
@  keys loaded

Note HDCP status

Keys

@) Production
I ") Mone

HDCP Status

Verify that HDCP keys
have been loaded

——

UCD Console GUI

1

12
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[//1 UCD-323 [1703C168] - DisplayPort Reference Source (55T, HDCP 2.2)
File View Tools Help

Pattern Generator ‘Link EDID %\ DPCD '{HDCP | Sink DUT Testing

L% 3.0 ot Unit for Digital Isputs and Gutputs

» HDCP 2.2 Test Set

4 HDCP 2.2 CTS 2C Test St
! |/HDCP2.2CTS 2¢-01
~HDCP2.2 CTS 2¢-02
HDCP2.2 CTS 2603
~HDCP2.2 CTS 2C-04
HDCP2.2 CTS 2605
~HDCP2.2 CTS 2C-06

Test timeout, milliseconds

D TX | Device |

100000

> ‘DP L.4Link Layer CTS Test Set

[ [

‘ More... | ‘ Capture

1 = 1 =
R

0002.392.675:

0002.431.260: H' is equel to H

0002.631.491:  Sink DUT does not transmit AKE_Send Pairing_Info

0002.631.597: [Locality Check!

0002.631.655: STEP 2C-01-8

0002.631.958:  SourceTE transmits LC Init message

0002.638.480:  Sink DUT sends LC Send L prime message

0002.640.129: 1C Send L prime message available within 7ms

0002.640.256: L Frime matches L

0002.640.347: [Session Key Exchange]

0002.640.409: STEP 2C-01-09

0002.640.495:  Source TE transmits SKE_Send Eks and Type message

0003.641. 484

0003.641.768:

0003.641.871:

0003.642.021: Test BASSED: "HDCP2.2 CIS 2C-01"
Completed

Reciever:

Test Setup

Source TE transmits visible test pattern to DUT

Test data: 0 bytes

4 n

rates CP_IRQ and makes AKE Send H prime message available »

Source TE enables HDCP Encryption 200ms after transmitting SKE_Send Eks and Type message

Sink DUT completes the authenticagion process and test pattern is viewed successfully

—

AUX Monitor

¥l Unigraf Aux channel monitor
File

Search Tools Filters Decoding Help

l 4 Startacquisition I ‘

Pause Download

L. Timestamp From Type

Sink

Source
Sink

Sink.

Source
7798.85 Sink
7798.94 Source
7799.10 Sink.

CTS Tool
User Interface

AUX Monitor
User Interface

Details
AUX_ACK - 0 bytes
Req WR 1bytes to 0x00100
AUX_ACK - 0 bytes
Req WR 1bytes to 0x00101
AUX_ACK - 0 bytes
Req WR 1bytes to 0x00107
AUX_ACK - 0 bytes
Req WR. 5 bytes to 0x00102
AUX_ACK - 0 bytes

ReqRD 2 bytes
AUX_ACK -2b

D 2 bytes from 0x00206
ACK - 2bytes
eq WR 5 bytes to 0x00102
AUX_ACK - 0 bytes

s from Ox00206
LX_ACK - 2 bytes

Req RD 1bytes from 0x00204
UX_ACK - 1bytes

eq WR 1bytes to 0x00102

LIV A 0 harkae

Dam |
0 -
3001000

0

3001010
3001070

00
8001020
00

900206 0
001111

900206 0
001111
8001020
00

90 02 06 0

9002040

0083
8001020

an

b

Message details:

Line #77 - 7799.84ms .
AUX_ACK - 2 bytes

ADJUST_REQUEST_LANEO_1 [RO] (voltage Swing and

Equalization setting adjust)

0x00206 := 0x11
VOLTAGE_SWING_LANED = level 1
PRE-EMPHASIS_LANED = level 0
VOLTAGE_SWING_LANE = level 1
PRE-EMPHASIS_LANE = level 0

ADJUST_REQUEST_LANE2_3 [RO] (voltage Swing and

Equalization setting adjust)

0x00207 := 0x11
VOLTAGE_SWING_LANE2 = level 1
PRE-EMPHASIS_LANEZ = level 0
VOLTAGE_SWING_LANES = level 1
PRE-EMPHASIS_LANES = level 0

Downloaded

2292 Bytes

Buffered 0 Bytes

CAPTURING THE WORLD
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Reference Source @

Verify proper connection

= Links used
- Voltage swing & /
pre-emphasis

Error counters

—

Connection

Verify that video is sent
Active video

——

UCD Console GUI

ucD-323 11 ort Reference Source (55T, HDCP 2.2) o -E | ]
File View Tools Hel
/Pattern Generator ! Link | EDID '/ DPCD ' HDCP '/ Sink DUT Testing ',
HFD
B Asserted
Link Status Link Configuration
lane0 Lanel Llane2 Lane3 Mumber of Lanes
' @ @@ @@ ClockRecovery ®1 B 2 @4
I O e s Symbol lock e
itra s
I @@ O @@ channel equalization ~ o ~
/ 400 400 400 400  Voltage swing (mvpp) 162 270 9 5.40
0 0 0 0 Pre-emphasis (dB)
Enhanced Framing Mode y
Lane count: 4 Bitrate (Gbps): 5.4 (HBR2)
Framing mode: Enhanced £% Link training
Output Level Link Pattern CRC
Voltage Swing, mvpp: @) Active video Red CRC: OxDALF
@ 400 ) 800 ) 800 M . Green CRC: 0xB9CB
() Idle Pattern
P Blue CRC: 0x2E77
r =9 L.
®0 O35 Oso 85 © Traning Patten 1
() Training Pattern 2
’ abonkSesdes () Training Pattern 3
() Training Pattern 4
(") PRBST
() HER 2 Compliance EYE pattern
() SER (Symbol Error Rate)
—

Link
_ training
when
needed

14
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UCD-323 [1703C168] - DisplayPort
File View Tools Help

/Pattern Generator ' Link ' EDID { DPCD ' HDCP ' Sink DUT Testing ',

[ F]
S | wocp 13
= Status Configuration
E T Active Enable encryption
Reference Source 5| D adenot Fluthenteate
[ authentication in progress
@  keys loaded WEE

@) Production
() Facsimile - "Test”

") Mone

-
HDCP 2.2
Status Configuration
EE  active Enable encryption

Note HDCP status ——P | EE et 7 Authenticate

[ authentication in progress
@  keys loaded

Try "Enable encryption” —_

HDCP Status

UCD Console GUI

o |

15
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DF RX | Device |

Selectteststorun —

View Tools Help

/Video ' Audio '/ Link " EDID Y/ DPCD {HDCP } Source DUT Testing ',

[+ - Electrical Test Set

[» - Link Test Set
4 -HDCP 2,2 CTS 1A Test Set
- HDCP2,2 CTS 1A-01

Start the test(s) T

Run the Tests

%?crs 1402
- HDCP.2 CTS 1403

~-HDCP2.2 CTS 1A-04
- HDCP2.2 CTS 1A-05

Test timeout, miliseconds
[ - CRC based Video Test Set Revoke ID

200000
30.BB.E2.6E.62

- HDCP2,.2 CTS 1A-06
- HDCP2,.2 CTS 1A-07

- HDCP2.2 CTS 1A-08
- HDCP2.2 CTS 1A-09 -

L ] [

More. .. Capture

1 =] 1 =
Test runs =] Time between tests, sec =]

T

Select test
repetition

| —

— |

UCD Console GUI

4

\

Set delay
between tests

16
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/Pattern Generator YLink  EDID ¥ DPCD YHDCP ¥/ Sink DUT Testing
g [» -HDCP 2.2 Test Set Test timeout, miliseconds 100000
E 4 HDCP 2.2 CTS 2C Test Set
U +HDCP2.2 CTS 2C-01
[ -HDCP2,2 CTS 2C-02
q) a -HDCP2.2 CT5 2C-03
-HDCP2.2 CTS 2C-04
A S -HDCP2.2 CTS 2C-05
q) | .HDCP2.2CTS 2C-06
[» DP 1.4 Link Layer CTS Test Set
I
Q l Load H Save | Mare... HCapture Reset
E Testruns 1 =l Time between tests, sec 1 = l Report ] l Clear ]
= : =
0002.392.675: Reciever: rates CF_IR] and makes AKE Send H prime message avallable =
o 0002.431.260: H' i3 equal to H
0002.631.491: Sink DUT does not transmit AKE Send Pairing Info
0002.631.597: [Locality Check]
0002.631.655: STEF 2C-01-8
0002.631.958: SourceTE transmits LC Tnit message
Test reSUH: 0002.639.480:z Sink DUT sends LC_SenE_L_primE message
) 0002.640.129: IC Send I prime message available within Tms
(D 0002.640.256: L Prime matches L
0002.640.347: [Session Hey Exchange]
q) 0002.640.409: STEP 2C-01-09
0002, 640.495: Source TE transmitas SKE 5Send Eks and Type message
Source TE enables HDCF Encrypticn 200ms after transmitting SKE Send Eks and Type message
H Source TE transmits visible test pattern to DUT
0003.641.8 Sink DUT completes the authentication process and test pattern is viewed successfully
0003.642.021: Test PRSSED: "HDCE2.2 CIS 2C-01"
Completed
ata: 0 bytes
I7 -
/ < m r
UCD Console GUI
o |

17
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++++ Bemaining test runa: 1 ++++
0000.000.002: Start test "HDCPZ2.2 CIS 1a-01"

0000.000.238: [Before Starting Authentication] Detailed deSCription of

0000.000.311: STEFP 1R-01-

Test step /ﬁgﬂﬂﬂ-m = mm»(test steps.with-reference:to:-

L001.012: [Zuthentication and Ee
tlme StampS 0001.001.079: STEFR 1RA-01-2

0003.650.599: DUT sends unencrypte
0003.650.6646: DUT initiatgs
0003.650.916: 3TEF 1A-01-3
0003.764.794: IE makes ZKE 3Jend Cert message avallable
0003.764.868: WAENING. attempts to read AKE 3end Cert sconer than 100ms.
0003.819.831: OUT sends g Stored km message
0004.758.452: TE computes H Pri d sends AKE Send H Prime message
0004.761.076: TE generates Ekh(Em) an nds AKE Send pairing Info message
0004.761.285: [Locality Check]
0004.761.398: 5TEFP 1R-01-4
0004.781.577: OUT sends LC Init message

Warnings

Uuug, S fU.121: alRF LA-UL-9
oo04.982.092: DUT enakles HDCP encryption

0004.982.3%6: STEP 1A-01-7

0004.582.452: TE checks the correctness of the LINK VERIFICATION PATTEEN within the first 48VB-I
0005.002.838: Authentication and link integrity check complete

0005.003.200: Test PARSSED: "HDCP2.2 CTIS 1la-01"
Corpleted

Tesat data: 0 bytes

Analyze Results

[FREL TR T T L P N T L T e P P A W e e ™

0001.001.1985: [Authenticaticn and Key Exchange]
000l.001.262: SIEF 1A-01-2
0011.002.0559: IUT does not write AKE Init within 10 seconds

0011.002.412: Test FATLED: "HDCE2.2 CTS 1A-01", error: 7:AKE Init timeout < Pass / Fail result of test

Completed

Teat data: 0 bvtes
18
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Analyze AUX

Transaction
time stamp

AUX Monitor GUI

L

= rq‘ -
Unigraf Aux channel monitor EIE
File Search Tools Filters Decoding Help
’ ‘g Start acquisition l | Pause Download
L... Timestasmp From Type Details Data Message details:
121 0:04.760703 Sink Naﬁue ALY _ACK -1 bYtES ooo1 -~ Line £128 - 9094, 11ms "
122 0:04.760758 S_czurce Nat!ue ReqRD 1 bytes from 0x00204 90020400 Req WR 8 bytes to 0x59000 —
123 0:04.760835 Sink Mative ALY _ACK - 1 bytes ooo1
124 0:04.760960 Source MNative RegRD 1 bytes from 0x00101 90010100 HOCP 2.2
125 0:04.761087 Sink Mative ALY _ACK - 1 bytes 00 a4 Rit)_0
126 0:04.761152 Source  Natve  ReqWR 1bytes to 0x00101 80010100 84 060000 : = Oxdé
127 0:04.761279 Sirk Natve AUX ACK -0 bytes 00 Index 0
3 0:09,094112 Source Req WR 8 bytes to 0x69000
129 0:09.890304 Sink Natve AUX_ACK - 0 bytes 0o HDCP 2.2
130 0:0945%335 Source tive Req WR 3 byt to 0x62003 859008020 0o R{bd_1
131 0:35.094496 Sink tive ALlX_ACK -0 S oo U}(Egaﬂl 1= (0x95
132 P009,.194752 Source MNative RegRD 16 byts from 0x6900b 96 90 Ob OF Tndex 1 =
0:09, 194880 Sink Mative ALUX_ACK - 16/oytes 008c3b958bh6%alth 27ee T
l.’J 09 1950?2 Source MNative RegRD 16 by = from 0x6901b 9690 :IJ:: of . ) ,.F HOCP 2.2
Actor Transaction = Message in HEX  Parsed Message
140 009, 196960 Source Natve ReqHU 16 bytes from Uxe90/b 96 90 /b UF Ox69004 : = D3
147 0:09.197056 Sink Natve  AUX_ACK - 16 bytes 00 52 ff 1d b2 31 f3 0f a7 1 8! Index 4
148 0:09,1972: Mative ReqRD 16 bytes from Ox6908b 96 90 8b Of
ink Natve  AUX_ACK - 16 bytes 00 b2 9408 2d 0f 0100 01 10 HOCP 2.2
109, 197567 Source MNative ReqRD 16 bytes from 0x6905b 96 90 9b O - | R{bd)_S
161 M0N0 1QT7EA0 Sinle Klztnia ALY ACK - 18 hodtac MM a2 ha B7 1184 17 1~ 12 0O -

<

L

3

0x65005 1= 0x43

Status  Idle

Downloaded

6300 Bytes Buffered

0 Bytes
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Unigraf Test Report

Select item to display
REPORT SUMMARY

Unigraf device

Device: UCD-323 [1703C168]

Firmware Release Package:

Detailed version data: MC 0.19.12

UUCD Console version: Version 1.6 [R13]

Report generated: 16-11-2017 15:08
DuT

Device/Model name: Test DUT
HW Revision

Serial number: 1234ABC456
Firmware version,

Driver version:

Testing conducted by: Unigraf

Remarks
Example test reglrt

Test results s ummary

Total number i test runs: 14
Passed testnins: 13

Failed test rufis: 1

Skipped testfuns: 0
Aborted testfuns: 0

[Report Summary 4

HTML format:

Reporting

Unigraf Qy | Piisp_an

-mail: i

Report Summary:
DUT details
- Comments

L ]
| Tong Highly portable!
@@\a C:\Users\jsa\Desktop\Report.html p-c H @ Unigraf Test Report x | ‘ {24 3 ]
Unigraf Test Report
Selectitem to display
SUMMARY OF INDIVIDUAL TEST RUNS
Test name > =R
HDCP 2.2 CTS 1A Test Set/ HDCP2.2 CTS 1A.01 @@@ Silen s Detiopibepor il 0+ & | @ unigref Test Report % \ | 7 g 23
HDCP 2.2 CTS 1A Test Set / HDCP2.2 CT: Unigraf Test Report ~
HDCP 2.2 CTS 1A Test Set /| HDCP2.2 CTS 1A
HDCP 2.2 CTS 1A Test Set/ HDCP2.2 CTS 1A-04 B X
HDCP 2 2 CTS 1A Test Set / HDCP2 2 CTS 1A.05 Select item to display
HDCP 2.2 CTS 1A Test Set / HDCP2.2 CTS 1A-06 TESTDETAILS, TEST 1
HDCP 2.2 CTS 1A Test Set /| HDCP2.2 CTS 1A-07
HDCP 2.2 CTS 1A Test Set / HDCP2 2 CTS 1A-08 HDCP 2.2 CTS 1A Test Set/ HDCP2.2 CTS 1A-01
HDCP 2.2 CTS 1A Test Set /| HDCP2.2 CTS 1A-09 .
HDCP 2 2 CTS 1A Test Set / HDGP2.2 CTS 1A-10 esult: Passed
HDCP 2.2 CTS 1A Test Set / HDCP2.2 CTS 1A-11 Test Settings:
HDCP 2.2 CTS 1A TafSet / HDCP2.2 CTS 1A-12 Test timeout, milliseconds: 200000
HDGP 2.2 GTS 1A' et /| HDGP2.2 GTS 1A-13 Revoke ID: 30.BB E2.6E 62
HDCP 2.2 CTS 1A st Set/ HDCP2.2 CTS 1A-13
Test Log
Unigraf Oy | Piispantilankuja 4 | 02240 £ 0000.000.002: Start test "HDCP2.2 CTS 1A-01"
E-mail: info@unigraf.fi | Wel 0000 000 238" [Before Starting Authentication]
0000.000.311: STEP 1A-01-1
0001.000.420: TE transmits Receiver Connected Indication(Hot plug, CONNECTION_STATUS_NOTIFY and IRQ_HPD)
0001.000.594: [Authentication and Key Exchange]
0001.000.661: STEP 1A-01-2
0005.407.249 nds unencrypted video
0005.407.317 itiates authentication by transmitting AKE_Init
0005.407.572, 1A-01-3
TE makes AKE_Send_Cert message available
WARNING. DUT attempts to read AKE_Send_Cert socner than 100ms.
DUT sends AKE_No_Stored_km message
TE computes H Prime and sends AKE_Send_H_Prime message
TE generates Ekh(Km) and sends AKE_Send_pairing_Info message
[Locality Check]
I 0006.517.516: STEP 1A-01-4
0006.517.694: DUT sends LC_Init message
0006.525.043: TE computes L Prime and sends LC_Send_L_prime message
0006.525.250: [Session Key Exchange]
eS UI ' ” I lar 0006.525.313: STEP 1A.015
0006.525.855: DUT sends SKE_Send_Eks message
0006.526.096: DUT writes Valid Type Value message
0006.526.295: STEP 1A-01-6 =
NNNE 738 20E-  MIIT Anahlae LNCD An

Test Log

CAPTURING THE WORLD
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Summary

®* HDCP 2.3 Compliance is verified with Authorized Test Device

® Authorized equipment for testing DP Sink and Source DUT
v’ Unigraf UCD-400, UCD-340, UCD-323 & UCD-301 Test Equipment
v UCD Console User Interface (included with UCD-series Test Tools)
v' DP HDCP 2.3 CTS test cases (license enabled part of UCD Console)
v' DPA-400 AUX Channel Monitor (for debugging)

® Reports achieved
v' Detailed description of test steps with reference to standard
v' Clear Pass / Fail criteria
v" Full listing of AUX traffic between Test Equipment and DUT (AUX Monitor)

21
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UCD-400

¥ -

® Authorized equipment for HDCP 2.3 CTS for
DP Sinks, Sources and Repeaters

®* 8K@60Hz (with DSC) and 4AK@120Hz
compliant

® For compliance testing and R&D debugging
® Supports Test Automation
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UCD-340

® The only DCP approved HDCP 2.3 CTS test tool for
testing USB-C DP Alt Mode Sinks and Sources

* AK@60Hz compliant
® For compliance testing and R&D debugging
® Supports Test Automation
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UCD-323

® Authorized equipment for HDCP 2.2 CTS for DP
Sinks and Sources

* AK@60Hz compliant
®* For compliance testing and R&D debugging
® Supports Test Automation
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UCD-301

® Authorized equipment for HDCP 2.2 CTS for DP Sources
* 4K@60Hz compliant

® For compliance testing and R&D debugging

® Supports Test Automation
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UCD Console for R&D

® Display interface debugging tool
v’ Preview video and audio
v’ View status, set interface related parameters

v' Capture and source video, audio and |
metadata —

o HDMIRY (Dawioe |

® Execute bench-top tests
v" Predefined functionality Test Cases
v’ Standards based Compliance Tests
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AUX Channel Monitor DPA-400

Any DP Source

Any DP Sink

® Portable, USB connected
device

_ Equipment:
® Logs all AUX transactions

« DPA-400 1.4 unit

In DP interface S » Unigraf “Y” cable
* Parses DP 1.0 to DP 1.4 5 * AUX Monitor GUI
and HDCP 1.3 & 2.2 o
messaging
AUX
Monitor L8205 & =z Host PC
GUI e e =

USB
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Thank You!

Please visit www.unigraf.fi
for more information.
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